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Introducing Synthetic Data (SD)

Synthetic data (SD): data artificially generated to replicate the
statistical properties of real data while preserving confidentiality.

Nowok, B., et al. (2016). “Synthpop: Bespoke Creation of Synthetic Data in R”. Journal of Statistical Software
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Introducing Synthetic Data (SD)

Synthetic data (SD): data artificially generated to replicate the
statistical properties of real data while preserving confidentiality.

What Properties Should Synthetic Data Have?

Resemblance

Replicate the
distribution of the

0 original data
P —
Privacy .
Replicate utility
No identifiable individuals Statls“?al
or sensitive variables Properties Suitable for specific
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Introducing Synthetic Data (SD)

Synthetic data (SD): data artificially generated to replicate the
statistical properties of real data while preserving confidentiality.

synthpop

What Properties Should Synthetic Data Have?

Propensity
Resemblance score
metrics
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distribution of the

Contingenc
original data ency

table
| e—| metrics
Privacy
Replicate utility
No identifiable individuals Statistical,
or sensitive variables Properties Suitable for specific

analyses
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Objectives

1. Present current propensity score metrics

2. Explore a new approach to compute propensity scores
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Example: Propensity score metrics

Original data (OD)

Id Cost (€/kWh) Region Consumption (kWh)
ID-018 0.1249 South 448.4685
ID-902 0.2401 North 678.0603
ID-330 0.1963 South 1097.0372
ID-004 0.1697 West 920.6955
ID-705 0.0812 West 635.3353
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Example: Propensity score metrics

Merging OD and SD
Id Cost (€/kWh) Region Consumption (kWh) Ioq

ID-018 0.1249 South 448.4685 0
ID-902 0.2401 North 678.0603 0
ID-330 0.1963 South 1097.0372 0
ID-004 0.1697 West 920.6955 0
ID-705 0.0812 West 635.3353 0
ID-085 0.0811 |South 1262.5204 il
1D-402 0.0616|South 365.0383 il
ID-266 0.2232|South 655.0748 il
ID-197 0.1702 |West 796.0875 il
ID-554 0.1916 West 966.5329 1
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Example: Propensity score metrics
Propensity scores

Cost (€/kWh) Region Consumption (kWh) pi
ID-018 0.1249 South 448.4685 0| 0.1749
ID-902 0.2401 North 678.0603 0| 0.4441
ID-330 0.1963 South 1097.0372 0| 0.9562
ID-004 0.1697 West 920.6955 0| 0.8427
ID-705 0.0812 West 635.3353 0| 0.4432
ID-085 0.0811 South 1262.5204 1| 0.9863
1D-402 0.0616 South 365.0383 1 0.1049
ID-266 0.2232 South 655.0748 1| 0.4804
ID-197 0.1702 West 796.0875 1| 0.6874
ID-554 0.1916 West 966.5329 1| 0.8314
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Propensity Score Mean-Squared Error (pMSE)

Hypothesis Test

{Ho:p(OIX)=p(s|X)

Hy < p(o | X) # p(s | X) PMSE = (B — c)?

Il
N

2=

PMSE under H,

n
pMSE (%) & -X2_4, k =no. glm parameters

Snoke, J., et al. (2018). “General and specific utility measures for synthetic data”. Journal of the Royal Statistical

Society Series A: Statistics in Society
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Kolmogorov-Smirnov Statistic (SPECKS)

Hypothesis Test

{Hoi F°(p) = F5(p) Vvpe€[0,1]
Hi: F°(p) # F5(p) 3Jp<[0,1]

| '

SPECKS Statistic

Fo(i) - F(pr)

D = sup
pi

SPECKS under Hj

D % KS(no, ns)
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Percentage Over 50% (PO50)

Hypothesis Test PO50 Statistic

m
PO50 =100— — 50
{Ho:p(o|X)=p(s|X) N
Hi = p(o | X) # p(s | X) T
where y; € {0,1} and y; = I{p; > ¢}

PO50 under Hj

Ho 1002 N
PO50 ~ N(100(po —1/2), Tpo(1 —po)), Po=Pyi=y)
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Results: Simulation Study
Which is the best resemblance metric in the different scenarios?
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Results: Simulation Study
Which is the best resemblance metric in the different scenarios?

Objectives:
1. Control type | error («)
2. Statistical power (1 — )

Method for generating data: Normal(0,1)

Scenarios:
» Sample sizes (n): 50, 100, 250, 500, 1000, 5000, 10000
» Variables (p): 2, 5, 10, 25, 50, 100

We did NOT use SD at any point in the simulation study.
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A new approach for obtaining PS

4 Calculate:

pMSE, SPECKS and PO50

Train

0 (2)  Logistic regression

1 " GLM with binomial family, logit link

X

\/

3 Predict
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Results
Empirical and theoretical metrics distribution
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Probability of type | error («)

5.3(0.2)

4.9(0.2)
4.7(0.2)

42(02)
45(0.2)

32(02)
9%

42(02)
43(02)

34(02]
@

Empirical Type | Error Rates by Scenario

49(0.2) 56(0.2)
53(0.2) 58(0.2)
5.4(0.2) 8.4(0.3)
§.2(0.2) 10.1(0.3)
78(0.3)

10.4(03)

306 (0.5) 0.0 (0.0)
47(0.2) 50(0.2)
48(0.2) 50(0.2)
55(0.2) 45(0.2)
49(0.2) 5.1(0.2)
5.0 (0.2) 48(0.2)
43(0.2) 45(0.2)
39(0.2) 39(02)
45(0.2) 44(02)
46(0.2) 5.1(0.2)
43(0.2) 43(02)
39(0.2) 39(0.2)
32(0.2) 30(0.2)
3.0(0.2) 2.0(0.1)
27(0.2) 15(0.1)

S P

Number of predictors (p)

Type | error (%)
0

20 40 60 80

5.9 (0.2)
7.1(0.3)
13.7(0.3)
24.7 (0.4

39(02)
46(0.2)

15(01)
&
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Summary
With the current approach:

&  Type | error controlled for pMSE
& SPECKS and PO50 fail because of overadjustment

With the new approach:

&  Type | error controlled for all metrics

& Identified which scenarios are not good for the metrics.

13 of 17



Next steps and Future research

Assessing the statistical power

Scenario Sample 1 Sample 2
1 Independent multivariate normal Normal with different mean
2 Independent multivariate normal Normal with different sd
3 Independent multivariate normal Different distribution (Skew-Normal Distribution)
4 Independent multivariate normal Correlated multivariate normal
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Next steps and Future research

Assessing the statistical power

Scenario Sample 1 Sample 2
1 Independent multivariate normal Normal with different mean
2 Independent multivariate normal Normal with different sd
3 Independent multivariate normal Different distribution (Skew-Normal Distribution)
4 Independent multivariate normal Correlated multivariate normal

Case study using existing datasets.

Adapt Existing Metrics to SD

Best Resemblance Metric for Specific Analyses

Assess Missingness
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TAKE-HOME MESSAGE

Now, we have
with a type | error controlled
multivariate resemblance metrics
to perform synthetic data validation.
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Generation and Validation Literature Review
1. Adapt Existing Metrics to SD
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Motivation
How synthetic data research is taking off?

Number of Publications per Year

40,000 ‘
Synthetic Data| #

30,000

20,000

Total Publications

Synth

10,000
A
— "t

0 ._.__._4.——'._.—-—'—'*-“"/*/ /\/\ [

[Synthetic Data + Validation + Energy Sector)
© O 0 Wx 0 o R 'ﬁg"’@".ﬁhﬁf

FEELE L LSS F S5 ﬁﬁ&@@@r&@@@@r&@

ic Data + Validation
=

—

Source: Dimensions.ai. Keywords: “Synthetic Data” AND (“Utility” OR
“Resemblance”) AND (“Energy Sector” OR “Renewable Energy” OR “Electric
Power” OR “Energy Industry”). 20f 22



Context and Motivation
Current utilities and future challenges

Current utilities Current challenges

» Enhancing data
privacy
» Reducing bias

» Augmenting small
datasets

» Accelerating training

» Minimizing the need
for validation of real
data

» Addressing generation
dependency

» Validating synthetic
data

» Capturing and
replicating all extreme
cases
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Context and Motivation
Current utilities and future challenges

Current utilities Current challenges

» Enhancing data » Minimizing the need
privacy for validation of real

» Reducing bias data

» Augmenting small » Addressing generation
datasets dependency

» Accelerating training

» Validation metrics
framework

» Realism in specific
scenarios

3of22



Context and Motivation
Sustainable Development Goals

Synthetic data supports
energy and
renewable energy

1 CLIMATE

ACTION

&3

Synthetic data allows
companies to safely innovate
while maintaining
confidentiality.

o

Synthetic data supports the
modeling of energy efficiency
strategies.
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General classification

Why do you want

to evaluate SD?

To compare To improve the
different synthesis utility of your
methods synthesis method

Does you SD have
to carry out a
specific task?

Resemblance
metrics

Task or analysis is
unknown

LR metrics and
among others

Resemblance
metrics

Source: United Nations Economic Commission for Europe. Synthetic Data for Official Statistics: A Starter Guide. 2023.
50

f 22



General classification

Why do you want

to evaluate SD?

To compare To improve the
different synthesis utility of your
methods synthesis method

——— | = — - —_—— -

1 |
! ! Does you SD have
1 Resemblance Task or analysisis || P c\e/zrr 5

N youta
1 metrics unknown | specific task?
1 |
1 1
| |
1 1
1 Resemblance 1 LR metrics and
1 o metrics 1 among others
I Objective 1 I
[

Source: United Nations Economic Commission for Europe. Synthetic Data for Official Statistics: A Starter Guide. 20230122



General classification

Why do you want

to evaluate SD?

To compare
different synthesis
methods

To improve the
utility of your
synthesis method

Objective 2

| |
! ! Does you SD have
| Resemblance Task or analysisis || - CZ]" o

. y outa
1 metrics unknown 1 specific task?
1 1 1
| 1
| |
| 1
| Resemblance 1 LR metrics and
1 o metrics 1 among others
" Objective 1 I
Lo e e e e e e e - —

4

8

Source: United Nations Economic Commission for Europe. Synthetic Data for Official Statistics: A Starter Guide. 2023.
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Simulation study process

Xy X, Loy i
0
oD
0
1 }
SD
1

(1)  Logistic regression
" GLM with binomial family, logit link

2 Calculate:

pMSE, SPECKS and PO50
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Results

Empirical and theoretical metrics distribution

n=50, p=5

n=500, p=25

n=10000, p=50

pMSE

SPECKS

PO50

PMSE n=50pzs PMSE | n=500 p=25 [PMSE | 1210000 p=50
e e e
secksinssopss  spedks 1ne500 p=25 specks | n=10000 p=s0.
po50 1050 p=5 pos0 | n=500 p=25 90501 n=10000 p=50
N ; v - o0 o0
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Probability of type | error («)

5.1(0.2)

11.5(0.3)
1.7 (0.3)
11.0(0.3)
12.4(0.3)

9.0(0.3)
9.0(03)

12.4(03)
12.1(0.3)
12.7(0.3)
10.6(0.3)
10.6(0.3)
10.3(0.3)
97(0.3)

9@

5.2(0.2)

36.9 (0.5)
36.3 (0.5)

422(05)
405(0.5)
4256(0.5)
30.8(0.5)
38.8 (0.5)
39.0 (0.5)
38.3(0.5)

-3

48(0.2)

RS

Empirical Type | Error Rates by Scenario

49(0.2)

b

Number of predictors (p)

Type | error (%)

0

25

50

75 100

4.3(0.2)

4.8(0.2)

3Isid
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Types of Synthetic Data

Types of data synthesis

Quality

Real non-public datasets

High

Real public data

High, although there are limitations (e.g. aggregated data)

Simulation engine

Will depend on the fidelity of the existing generating model

Generated from generic assumptions

Will likely be low
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State of the art

Current Tools

SynthRO: a dashboard to evaluate and benchmark
synthetic data

?
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https://github.com/bmi-labmedinfo/SynthRO
https://console.gretel.ai/blueprints
https://docs.synthetic.ydata.ai/2.0/

State of the art

Current Tools

SynthRO: a dashboard to evaluate and benchmark
synthetic data

?

gretel

8 Dashboard

@® Activity @a
© Projects
Evaluate classification
[0 Blueprints and regression
2 Workflows Validate the quality of
synthetic data for
&) GITEED classification/regression

tasks.

<

Navigator

Gretel.ai
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State of the art

SynthRO: a dashboard to evaluate and benchmark
synthetic data

2
H
gretel
83 Dashboard 95-118
@ Activity %
O Projects
Evaluate classification
[0 Blueprints and regression
2 Workflows
= Connections
m 1 Notebook synthetlc Data
% Navigator

Gretel.ai Ydata


https://github.com/bmi-labmedinfo/SynthRO
https://console.gretel.ai/blueprints
https://docs.synthetic.ydata.ai/2.0/

State of the art - Metrics
Validation

1. Resemblance

» Propensity score metrics (Raab et al., 2021)
» Contingency table metrics (not shown)

2. Utility (Raab, 2022)

11 of 22



Utility metrics
Confidence Interval Overlap (CIO)

Hypothesis Test

Ho: B9 = 67
Hy i P # 67

12 of 22



Utility metrics
Confidence Interval Overlap (CIO)

—_—
ageqr2s-34 - —_——
—_—
ageqras-44 - .
-

agegras-59 - D ———
-
[~
5 Model

—_—
£ agegr0-64- —_— A synthetic
[
8 =8 observed
———
2gegrest - —_—
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_—
income - .
! |
L] 0 5
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Utility metrics
Confidence Interval Overlap (CIO)

1
agegr5-34 - —

ageqras-44 -

agegras-59 -

Model

agegie0.64 - — L - syninetc
| =& observed
1
agegrest - L
sexFEMALE - TEEE

income -

Coefficient

Z value
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Utility metrics
Confidence Interval Overlap (CIO)

Hypothesis Test

Ho : 87 = B}
Y

CIO Statistic

CIO =

1 ( Overlap Length Overlap Length

Ho
2 \ Cl Length (Original)  CI Length (Synthetic)) ~ N@©,1)
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Kolmogorov-Smirnov Statistic (SPECKS)

Synthetic Probability Error Comparison using Kolmogorov-Smirnov
Statistic (SPECKS)

Kolmogorov-Smirnov Distribution

Under Hp, the statistic D follows a Kolmogorov-Smirnov distri-
bution, whose cumulative distribution function (CDF) is given
by:

P(ﬁo < x) =1 — 2%(-1)!'—1 g2

j=1
where D is the Kolmogorov-Smirnov statistic, and n is the
sample size (?).




Methodology

O,

0,

O

ORIGINAL DATA

—————————————————

SIMULATION STUDY

Generation algorithm
Randomness level
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Methodology

GM-1

GM -2

O,

O,

GM -

On

ORIGINAL DATA

GENERATION METHOD

—————————————————

| SIMULATION STUDY

: Generation algorithm

. Randomness level
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Methodology

GM-1

sD; sD,

GM -2

SDy

0,

0,

GM - N

O,

ORIGINAL DATA

GENERATION METHOD

SYNTHETIC DATA

: SIMULATION STUDY

: Generation algorithm

. Randomness level
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Methodology

- ~
e e 0, ~~.0, Oy ORIGINAL DATA
.- 2
e \
’/ \
d “
/I GM-1 GM-2 .. GM-N GENERATION METHOD
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Methodology

0, 0, 0, ORIGINAL DATA
GM-1 GM-2 .. GM - N GENERATION METHOD
SD, SD, SDg SYNTHETIC DATA

ISPECKS  [SPECKS | ... SPECKS

o e s m m - — == = ~

SIMULATION STUDY

Generation algorithm
Randomness level
N
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Methodology

3. The most suitable metric for specific statistical analyses

ORIGINAL DATA

Do we get the same result?

SYNTHETIC DATA
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Methodology

3. The most suitable metric for specific statistical analyses

(o} 0, 0y, ORIGINAL DATA

77777777777777777

|

|

|

: Proportion of data
. Sample size

| Variable type

i Outliers

| Missings
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Methodology

0, 0, (o ORIGINAL DATA
SD; SD, SD¢ SYNTHETIC DATA
ARI ARI ARI
pMSE | pMSE pMSE
SPECKS | SPECKS SPECKS .
SIMULATION STUDY

|

|

|

: Proportion of data
. Sample size

| Variable type

i Outliers

| Missings



Methodology

0, 0,
sD, | sD, SD,
ARI ARI ARI
pMSE | pMSE pMSE
SPECKS SPECKS SPECKS
ARI et
L
SPECKS

ORIGINAL DATA

SYNTHETIC DATA

Proportion of data
Sample size
Variable type
Outliers

Missings



Methodology
4. Handling Missing Data

ORIGINAL DATA

SYNTHETIC DATA

Specific Analysis

Missing Data Imputed Data .
g1 1 I I} ce
1 5 !
1 ¢ %
1 i Do we get the
f= = . same result?
~ - -
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Methodology

o, 0, 0, ORIGINAL DATA

| SIMULATION STUDY

|
! % missings

. Generation algorithm

| Imputation method
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Methodology

0, 0, 0, ORIGINAL DATA

SD, SD, SDg SYNTHETIC DATA

, SIMULATION STUDY

|
! % missings

. Generation algorithm

| Imputation method
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Methodology

o, 0, 0, ORIGINAL DATA
SD; SD, SD SYNTHETIC DATA
M-1 [IM-2 e |IM-N IMPUTATION METHODS

% missings
Generation algorithm
Imputation method
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Methodology

sD, sD,
M-1 [IM-2 IM-N
ARI ARI ARI

% missings

ARI

% missings

o,

0, Oh ORIGINAL DATA
SDy SYNTHETIC DATA
IMPUTATION METHODS
% missings

Generation algorithm

|
|
|
l
|
| Imputation method
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Methodology

Proposed Validation Metric

Inspired by ?, we propose a weighted metric to evaluate synthetic
data based only on real and synthetic datasets.

» PCA-based structure: Captures high-dimensional
relationships.

» Resemblance: Measures similarity between synthetic and
real data.

» Privacy: Ensures no leakage of sensitive information.

Pooled metric:

M = wyMpca + W2 Mpesembiance + WaMeprivacy




Contingency Table Metrics

Data organization

Observed Data Frequency Table

Age Group | Low Income | High Income | Total
Young 100 260 360
Adult 90 50 140
Total 190 310 500
Synthetic Data Frequency Table
Age Group | Low Income | High Income | Total
Young 120 240 360
Adult 80 60 140
Total 200 300 500

18 of 22



Contingency Table Metrics
Process

1. Frequency Tables
2. Application of Statistical Tests

Pearson Statistic
K 2
3~ (5-9)
X2: (i
- 0;
Jj=1

where:
» 0;: Frequency for category j in the original data.
» s;: Frequency for category j in the synthetic data.
» k: Number of categories.

J

18 of 22



Voas-Williamson Utility Measure (VW)

Hypothesis Test

Ho : 0j =5 Vj
Hi: oj#s; forsome

19 of 22



Voas-Williamson Utility Measure (VW)

Hypothesis Test

Ho : 0j = §; Vj
Hi: oj#s; forsome

VW Formula

Adjusts for the relative size of original (n1) and synthetic (n.)
data.

19 of 22



Adjusted Rand Index (ARI)

Adjusted Rand Index (ARI)

Measures the similarity between two clustering results, adjust-
ing for chance. It is given by:

= () - [ @ 5 @)

ARl =
IS @+5®]-[Z@50]/0

Interpretation

» 1: Perfect match of clusters.
» 0: Random clustering.




Multiple Imputation by Chained Equations

MICE is an iterative method to handle missing data by imputing
values one variable at a time.

A
4

13

=

B
3
3
1

9

Impute / All Values

A | B c
14 7 1001
1 3 958
1 ES
56 9 2

Incomplete Data

Impute missingness in A
by making use of other cases
(e.g. linear regression model)

After imputing missingness in variable
A, B & C (one by ong)

Update

¢ A B c
007 14 3 1001
s Impute T 3 5
3 ? 1 345
:: Each Variable o o o
’5&%
A B c
14 5 1001
13 3 ES)
21 1 H5
Replace s | o 2009
The iteration stops ; : g
until reaching o 2 2
a pre-defined threshold 8 0 0
[] [] Bl

Difference Matrix
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Imputation methods

( Missing Data |

v v v v v v
Single Maximum Multiple Matrix Deep Learning/ Integrative N
Imputation Likelihood Imputations (MI) Factorization | |Autoencoder (AE) Imputation
Hot-deck Imputation + EM Algorithm * ALRA + MIDA + MOFA
Regression - Direct Max - 8VD-Impute * Multilayer AE + LF-IMVC
Imputation L * SparRec * Autolmpute + Ensemble
k-nearest Neighbor Imputation
Mean/Mode * *
Replacement
P on M for Linear MI for Non-
Analysis linear Analysis
+ MI-MFA = MICE with RF
- MCMC - GMM-ELM
+ MICE « MIDA
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